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1|Introduction    

Integration of Internet of Things (IoT) technology into conventional vehicle technology has become a topic 

of interest in recent years. This integration has the potential to revolutionise the automotive industry by 
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Abstract 
The integration of the Internet of Things in conventional vehicle technology poses several challenges and the need for standardised 

communication protocols; as such, the synergy between IoT and vehicle telematics systems raises questions about data privacy, 

ownership and control. On the other hand, the traditional approach to fleet management often involves manual processes and 

limited real-time data, leading to inefficiencies and increased operational costs. However, the implementation of IoT in fleet 

management systems poses technical, security and privacy concerns that need to be addressed. This study employed a qualitative 

research approach, utilising a literature review and case studies to analyse the integration of IoT in conventional vehicle technology 

and its synergy with VTS and fleet management sequence. The analysis focused on identifying the benefits and challenges of IoT 

integration and exploring best practices for optimising FMS. The findings revealed that the integration of IoT in vehicle technology 

offers several solutions, such as enabling real-time monitoring, predictive maintenance and data-driven decision-making. This has 

resulted in significant improvements in fleet management, including enhanced vehicle tracking, predictive maintenance and fuel 

efficiency. Real-time data analytics and remote monitoring capabilities have also enabled fleet managers to make informed 

decisions and optimise operational processes. However, it was observed that challenges such as data security, interoperability, and 

integration complexity remain barriers to the widespread adoption of IoT in fleet management. Similarly, the integration of IoT 

in VTS offers numerous benefits, including real-time monitoring, predictive maintenance, and enhanced driver assistance systems. 

However, challenges such as data security, interoperability, and privacy concerns must be addressed to realise the potential of this 

integration fully. The findings suggest that while IoT integration in conventional vehicle technology has the potential to 

revolutionise VTS and FMS by improving vehicle performance and efficiency in the automotive industry, careful consideration 

must be given to address the associated challenges while developing robust data governance policies and standardised protocols 

for proper regulation. 
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industry. 
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  enhancing safety, efficiency, and convenience for both drivers and passengers [1]. IoT is a revolutionary 

technology that is transforming conventional vehicle technology. It refers to the network of physical devices, 

vehicles, and other objects embedded with sensors, software, and connectivity that enables them to collect 

and exchange data [2].  

In the context of conventional vehicles, IoT is being used to enhance safety, efficiency, and overall 

performance. In conventional vehicle technology, IoT is being utilised to connect vehicles to the internet and 

other devices, allowing for real-time monitoring and control [3]. This connectivity enables vehicles to 

communicate with each other, with infrastructure, and with other devices, creating a seamless and integrated 

system. For example, IoT sensors can monitor vehicle performance, track location, and provide alerts for 

maintenance or potential issues. The operation principles of IoT in conventional vehicle technology are based 

on the collection, analysis, and utilisation of data [4].  

IoT sensors collect data from various sources, such as vehicle components, road conditions, and driver 

behaviour. This data is then analysed to identify patterns, trends, and potential problems. Based on this 

analysis, IoT systems can make real-time decisions, such as adjusting vehicle settings, alerting drivers to 

hazards, or even autonomously controlling the vehicle [5].  

One of the key ways in which IoT fits into conventional vehicle technology is through the concept of 

connected cars. Connected cars are vehicles that are equipped with internet connectivity and the ability to 

communicate with other devices, such as smartphones, traffic lights, and other vehicles on the road. This 

connectivity allows for real-time data exchange, enabling vehicles to communicate with each other to avoid 

accidents, optimise traffic flow, and improve the overall driving experience [6], [7]. Another way in which IoT 

technology is integrated into conventional vehicles is through the use of sensors and data analytics. Sensors 

embedded in vehicles can collect data on various aspects of vehicle performance, such as engine temperature, 

tire pressure, and fuel efficiency [8].  

This data can then be analysed in real-time to identify potential issues and optimise vehicle performance. For 

example, sensors can alert drivers to low tire pressure or engine malfunctions, allowing them to address these 

issues before they become more serious. Furthermore, IoT technology can also enhance the overall driving 

experience for consumers. For example, connected cars can provide drivers with real-time traffic updates, 

weather forecasts, and navigation assistance. Additionally, IoT technology can enable vehicles to connect with 

smart home devices, allowing drivers to control their home appliances, such as thermostats and security 

systems, from their vehicles [9], [10].  

The integration of IoT technology into conventional vehicle technology has the potential to revolutionise the 

automotive industry by enhancing safety, efficiency, and convenience for drivers and passengers. By 

leveraging the power of connectivity, sensors, and data analytics, IoT technology can improve vehicle 

performance, optimise traffic flow, and enhance the overall driving experience. As the automotive industry 

continues to evolve, it is clear that IoT technology will play a crucial role in shaping the future of 

transportation. 

2|Vehicle Telematic Systems and the IoT 

Vehicle telematic systems and the IoT have revolutionised the way vehicles operate and communicate with 

each other and the surrounding environment. These technologies have become essential components in 

modern vehicle technology, enabling vehicles to become smarter, safer, and more efficient, ultimately 

enhancing the overall driving experience for consumers [11].  

Vehicle telematics can be defined as the integration of telecommunications and informatics in vehicles to 

enable real-time monitoring and communication (see Fig. 1). This technology allows vehicles to collect and 

transmit data on various parameters such as location, speed, fuel consumption, and engine performance. On 

the other hand, IoT, in this context, refers to the network of interconnected devices and sensors that 

communicate with each other to exchange data and perform tasks without human intervention. The operation 
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principles of vehicle telematic systems and IoT in vehicle technology involve the use of sensors, 

communication networks, and data processing algorithms [12].  

Sensors installed in vehicles collect data on various parameters, which is then transmitted through 

communication networks to a central server for processing. The processed data is then used to provide real-

time information to drivers, fleet managers, and other stakeholders. The applications of vehicle telematic 

systems and IoT in vehicle technology are vast and diverse. One of the key applications is fleet management, 

where these technologies are used to monitor vehicle performance, track vehicle location, and optimise route 

planning [13].  

This helps fleet operators to improve efficiency, reduce fuel consumption, and enhance overall productivity. 

Another important application of vehicle telematics and IoT is in vehicle safety and security. These 

technologies enable vehicles to communicate with each other and with infrastructure systems to prevent 

accidents, detect vehicle malfunctions, and provide emergency assistance in case of an accident. This can help 

reduce the number of road accidents and save lives. One of the key benefits of vehicle telematic systems and 

IoT is the ability to collect and analyse real-time data from vehicles [14]. This data can be used to monitor 

vehicle performance, track maintenance schedules, and even predict potential issues before they occur. For 

example, telematic systems can alert drivers when their vehicle is due for an oil change or when a tire is low 

on air pressure. This proactive approach to vehicle maintenance can help prevent costly repairs and improve 

overall vehicle reliability [15].  

Furthermore, vehicle telematic systems and IoT can also enhance vehicle safety by providing real-time 

monitoring of driver behaviour and road conditions. For instance, telematic systems can track a driver's speed, 

acceleration, and braking patterns to identify risky driving behaviours. In the event of an accident, these 

systems can also automatically alert emergency services and provide critical information about the location 

and severity of the crash [16]. By leveraging IoT technology, vehicles can communicate with each other and 

with infrastructure to improve traffic flow and reduce the likelihood of accidents. Despite the numerous 

benefits of vehicle telematic systems and IoT, some challenges must be addressed. One of the main concerns 

is data privacy and security. As vehicles become increasingly connected, there is a risk that sensitive 

information could be compromised or misused [17].  

Manufacturers and regulators must work together to establish robust cybersecurity measures to protect 

consumer data and ensure the integrity of vehicle systems. Another challenge is the interoperability of 

telematic systems and IoT devices. As more manufacturers develop their own proprietary systems, there is a 

risk of fragmentation and compatibility issues. Standardisation efforts are underway to address this issue and 

ensure that vehicles can communicate effectively with each other and with external systems. 

Fig.1. Vehicle telematics systems [18]. 

3|Implementation of Vehicle Telematics Using IoT 

VTS has become an integral part of modern vehicles, providing a wide range of benefits such as real-time 

tracking, remote diagnostics, and driver behaviour monitoring. With the advent of the IoT, these systems 
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  have become even more advanced and efficient. The step-by-step procedure for implementing vehicle 

telematics using IoT technology is outlined as follows: 

I. The first step in implementing vehicle telematics using IoT is to select the appropriate hardware and software 

components. This includes choosing the right sensors, communication modules, and data processing units that 

are compatible with IoT technology. It is important to ensure that these components are reliable, secure, and 

capable of handling the data transmission and processing requirements of the telematics system [19]. 

II. Once the hardware and software components have been selected, the next step is to install and configure them 

in the vehicle. This involves mounting the sensors in strategic locations within the vehicle, connecting them 

to the communication modules, and setting up the data processing units to collect, analyse, and transmit the 

data to the cloud-based IoT platform. It is crucial to follow the manufacturer's instructions and guidelines 

during the installation and configuration process to ensure the proper functioning of the telematics system 

[19]. 

III. After the hardware and software components have been installed and configured, the next step is to integrate 

the telematics system with the IoT platform. This involves setting up the necessary communication protocols, 

data formats, and security measures to ensure seamless data transmission between the vehicle and the cloud-

based platform. It is important to test the integration thoroughly to identify and resolve any compatibility 

issues or communication errors that may arise [20]. 

IV. Once the telematics system has been successfully integrated with the IoT platform, the next step is to configure 

the system settings and parameters according to the specific requirements of the vehicle and the FMS. This 

includes setting up geofencing zones, defining driver behaviour metrics, and configuring alerts and 

notifications for critical events such as accidents or unauthorised vehicle usage. It is essential to customise the 

system settings to meet the unique needs and preferences of the fleet operators and managers [21]. 

V. Finally, monitor and evaluate the system performance on a regular basis. This involves analysing the data 

collected by the sensors, reviewing the reports generated by the data processing units, and assessing the overall 

effectiveness of the telematics system in achieving the desired objectives. It is important to continuously 

monitor and optimise the system to ensure maximum efficiency, accuracy, and reliability in tracking and 

managing the vehicles [22]. 

Implementing a vehicle telematics system using IoT technology requires a systematic and well-planned 

approach. By following the step-by-step procedure outlined in this study, fleet operators and managers can 

successfully deploy and manage advanced telematics systems that leverage the power of IoT to enhance 

vehicle tracking, monitoring, and management capabilities. 

4|Vehicle Telematics Hardware 

Vehicle telematics technology has revolutionised the way vehicles are monitored and managed. Telematics 

hardware plays a crucial role in collecting and transmitting data from vehicles to a central system for analysis 

and decision-making. There are various types of telematics hardware available in the market, each with its 

own unique features and capabilities. The list of various vehicle telematics hardware in-vehicle technology is 

outlined as follows: 

I. Global Positioning System (GPS) tracking devices: GPS tracking devices are one of the most common types 

of telematics hardware used in vehicles. These devices use GPS technology to track the location of vehicles 

in real-time. GPS tracking devices can provide information on vehicle speed, location, and route history [23]. 

II. OBD-II devices: On-Board Diagnostics (OBD-II) devices are another popular type of telematics hardware 

used in vehicles. These devices plug into the OBD-II port of a vehicle and can monitor various parameters 

such as engine performance, fuel efficiency, and emissions. OBD-II devices can also provide diagnostic 

information in case of vehicle malfunctions [24]. 
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III. Controller Area Network (CAN) bus adapters: CAN bus adapters are telematics hardware devices that 

connect to the vehicle's CAN bus system to collect data on various vehicle parameters. CAN bus adapters 

can monitor engine performance, vehicle speed, fuel consumption, and other critical data points [25]. 

IV. In-vehicle cameras: in-vehicle cameras are telematics hardware devices that capture video footage inside and 

outside the vehicle. These cameras can provide valuable information on driver behaviour, road conditions, 

and incidents such as accidents or theft. In-vehicle cameras are often used for fleet management and driver 

safety purposes [26]. 

V. Radio Frequency Identification (RFID) tags: RFID tags are telematics hardware devices that use radio waves 

to track vehicles and assets. RFID tags can be attached to vehicles to monitor their location and movement 

in real-time. RFID tags are commonly used for vehicle tracking, inventory management, and security 

purposes Munoz [27]. 

VI. Accelerometers: accelerometers are telematics hardware devices that measure acceleration forces on vehicles. 

These devices can provide information on vehicle speed, acceleration, braking, and cornering forces. 

Accelerometers are often used in vehicle performance monitoring and driver behaviour analysis [28]. 

VII. Tire Pressure Monitoring Systems (TPMS): TPMS are telematics hardware devices that monitor the air 

pressure in vehicle tires. TPMS can alert drivers to low tire pressure, which can help prevent accidents and 

improve fuel efficiency. TPMS are mandatory in many countries to ensure vehicle safety [29]. 

There are various types of telematics hardware available in vehicle technology, each serving a specific purpose 

in monitoring and managing vehicles. GPS tracking devices, OBD-II devices, CAN bus adapters, in-vehicle 

cameras, RFID tags, accelerometers, and TPMS are just a few examples of telematics hardware used in 

vehicles. These devices play a crucial role in improving vehicle safety, efficiency, and performance. As 

technology continues to advance, we can expect to see more innovative telematics hardware solutions in the 

future. The list of various vehicle telematics software is presented under subheading No. 7 in this study.   

5|Fleet Management and the IoT 

Fleet management is a crucial aspect of any organisation that relies on a fleet of vehicles to carry out its 

operations. It involves the coordination and supervision of all activities related to the management of a 

company's fleet of vehicles. This includes vehicle maintenance, fuel management, driver management, route 

planning, and compliance with regulations [30]. The definition of fleet management can vary depending on 

the industry and the size of the fleet. However, in general terms, fleet management can be defined as the 

process of managing a company's fleet of vehicles in order to maximise efficiency, minimise costs, and ensure 

compliance with regulations. The operation principles of fleet management are based on the efficient use of 

resources, effective communication, and the use of technology to streamline operations. By implementing 

best practices in fleet management, organisations can improve their operational efficiency, reduce costs, and 

enhance customer satisfaction. One of the key advantages of fleet management is the ability to track and 

monitor the performance of vehicles in real-time. This allows organisations to identify areas for improvement, 

optimise routes, and reduce fuel consumption [31].  

Additionally, fleet management can help organisations comply with regulations and ensure the safety of their 

drivers and vehicles. Fleet management has a wide range of applications across various industries, including 

transportation, logistics, construction, and delivery services. By implementing fleet management solutions, 

organisations can improve their operational efficiency, reduce costs, and enhance customer satisfaction. The 

bottom line is that fleet management systems have become an essential tool for businesses that rely on a fleet 

of vehicles to operate efficiently. These systems help companies track and manage their vehicles, monitor 

driver behaviour, and optimise routes to reduce costs and improve productivity. With the advancement of 

technology, fleet management systems are now incorporating the IoT to enhance their capabilities further. In 

the context of FMS, IoT technology allows vehicles to be equipped with sensors and other devices that can 

collect and transmit data in real-time [32].  
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  This data can include information on vehicle location, speed, fuel consumption, engine performance, and 

more. By integrating IoT technology into FMS, companies can gain valuable insights into their operations 

and make more informed decisions. For example, real-time data on vehicle performance can help identify 

maintenance issues before they become major problems, reducing downtime and costly repairs. Additionally, 

IoT-enabled FMS can provide companies with the ability to track driver behaviour, such as speeding or harsh 

braking, and implement measures to improve safety and efficiency. One of the key benefits of IoT technology 

in fleet management is the ability to automate processes and streamline operations [33]. For example, IoT-

enabled systems can automatically generate optimised routes based on real-time traffic data, saving time and 

fuel costs. 

Additionally, IoT technology can enable remote monitoring and control of vehicles, allowing companies to 

track their fleet's performance and make adjustments as needed. Despite the numerous advantages of IoT 

technology in fleet management, there are also challenges that companies must address. These include 

concerns about data security and privacy, as well as the need for robust infrastructure to support the increased 

data transmission and processing requirements of IoT-enabled systems. 

6|Procedures for FMS Implementation Using IoT 

With the advancement of technology, the IoT has emerged as a powerful tool to streamline and optimise fleet 

management processes. The step-by-step procedures for the implementation of fleet management using IoT 

are as follows: 

I. Define objectives and requirements: the first step in implementing fleet management using IoT is to define 

the objectives and requirements of the organisation clearly. This includes identifying Key Performance 

Indicators (KPIs) such as fuel efficiency, vehicle utilisation, maintenance costs, and driver behaviour. It is 

important to involve all stakeholders in this process to ensure that the objectives are aligned with the overall 

goals of the organisation [34]. 

II. Select IoT devices and sensors: the next step is to select the appropriate IoT devices and sensors that will be 

used to collect data from the fleet vehicles. These devices can include GPS trackers, fuel sensors, temperature 

sensors, and cameras. It is important to choose devices that are compatible with the existing fleet vehicles 

and can provide real-time data to the fleet management systems [35]. 

III. Install IoT devices and sensors: once the devices and sensors have been selected, the next step is to install 

them on the fleet vehicles. This may require the assistance of a professional installer to ensure that the devices 

are properly installed and configured. It is important to test the devices to ensure that they are functioning 

correctly and are able to transmit data to the fleet management system [36]. 

IV. Implement fleet management software: the next step is to implement fleet management software that will 

collect, analyse, and visualise the data collected from the IoT devices. This software should be able to provide 

real-time insights into the performance of the fleet vehicles and drivers, as well as generate reports and alerts 

for any issues that may arise. It is important to train the fleet managers and drivers on how to use the software 

effectively [1]. 

V. Monitor and analyse data: once the fleet management system is up and running, the next step is to monitor 

and analyse the data collected from the IoT devices. This includes tracking vehicle locations, monitoring fuel 

consumption, analysing driver behaviour, and identifying any maintenance issues. It is important to regularly 

review the data to identify areas for improvement and take corrective actions as needed [37]. 

VI. Optimise fleet operations: the final step in the implementation of fleet management using IoT is to optimise 

fleet operations based on the insights gained from the data analysis. This may include adjusting routes to 

reduce fuel consumption, implementing driver training programs to improve safety, and scheduling 

maintenance tasks to prevent breakdowns. It is important to continuously monitor and evaluate the 

performance of the fleet management system to ensure that it is meeting the objectives of the organisation 

[38]. 
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The implementation of fleet management using IoT can provide organisations with valuable insights into 

their fleet operations and help them optimise performance and reduce costs. By following the step-by-step 

procedure outlined in this study, organisations can successfully implement IoT technology to improve their 

fleet management processes. 

7|Vehicle Telematics and Fleet Management Software 

Vehicle telematics and fleet management software play a crucial role in modern vehicle technology, providing 

a wide range of functionalities that enhance the overall driving experience, improve safety, and optimise fleet 

management. The list of various vehicle telematics and fleet management software available in the market is 

enlisted as follows: 

I. Geotab: Geotab is a leading provider of telematics solutions for fleet management, offering a wide range of 

features such as real-time tracking, driver behaviour monitoring, and vehicle diagnostics [39]. 

II. Verizon Connect: Verizon Connect offers a comprehensive suite of telematics software solutions for fleet 

management, including GPS tracking, route optimisation, and maintenance scheduling [40]. 

III. Fleet Complete: Fleet Complete provides telematics software that helps fleet managers monitor vehicle 

performance, track fuel consumption, and improve driver safety [41]. 

IV. Teletrac Navman: Teletrac Navman offers telematics software that enables fleet managers to track vehicle 

location, monitor driver behaviour, and optimise route planning. 

V. Samsara: Samsara provides telematics software that combines real-time GPS tracking with advanced analytics 

to help fleet managers improve operational efficiency and reduce costs. 

VI. Omnitracs: Omnitracs offers telematics software solutions for fleet management, including route 

optimisation, driver safety monitoring, and compliance management. 

VII. TomTom Telematics: TomTom Telematics provides telematics software that helps fleet managers track 

vehicle location, monitor driver performance, and optimise fuel consumption [42]. 

VIII. Fleetmatics: Fleetmatics offers telematics software solutions for fleet management, including vehicle tracking, 

driver behavior monitoring, and maintenance scheduling [43]. 

IX. Fleetio: Fleetio is a cloud-based fleet management software that offers features such as maintenance tracking, 

fuel management, and driver management. The software is user-friendly and provides real-time data to help 

fleet managers optimise operations. 

X. CalAmp: CalAmp provides telematics software that enables fleet managers to track vehicle location, monitor 

engine performance, and improve driver safety. 

XI. GPS insight: GPS insight offers telematics software solutions for fleet management, including real-time 

tracking, route optimisation, and maintenance scheduling [44]. 

The aforementioned list provides a comprehensive overview of various vehicle telematics software available 

in the market. Each software solution offers unique features and functionalities that cater to the specific needs 

of fleet managers and drivers. By leveraging the power of telematics software, organisations can improve 

operational efficiency, enhance safety, and reduce costs in their fleet management operations. 

8|Fleet Management Hardware 

Fleet management hardware in vehicle technology plays a crucial role in optimising the efficiency and safety 

of fleet operations. With advancements in technology, there is a wide range of hardware options available to 

fleet managers to monitor and manage their vehicles effectively. The list of fleet management hardware and 

its key features are highlighted as follows: 
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  I. GPS tracking devices: GPS tracking devices are essential for fleet management as they provide real-time 

location data of vehicles (see Fig. 2). This allows fleet managers to track the movement of their vehicles, 

optimise routes, and improve overall efficiency [45]. 

Fig. 2. GPS tracking devices [46]. 

II. Telematics systems: telematics systems combine GPS technology with OBD-II to provide detailed 

information about vehicle performance. This includes data on fuel consumption, engine health, and 

driver behaviour, allowing fleet managers to make informed decisions to improve fleet operations [47]. 

III. Dash cameras: dash cameras are becoming increasingly popular in fleet management as they provide video 

evidence of accidents, theft, and other incidents (see Fig. 3). This can help fleet managers protect their 

assets and ensure the safety of their drivers [48]. 

Fig. 3. Dash cameras [49]. 

IV. Electronic Logging Devices (ELDs): ELDs are mandatory for commercial vehicles to track driver 

hours of service and ensure compliance with regulations. These devices help fleet managers to monitor 

driver behaviour and prevent fatigue-related accidents. 

V. TPMS: TPMS help fleet managers to monitor tire pressure in real-time, reducing the risk of blowouts 

and improving fuel efficiency. This can lead to cost savings and increased safety for fleet operations. 

VI. Remote diagnostics systems: remote diagnostics systems allow fleet managers to monitor vehicle 

health and performance remotely. This can help to identify potential issues before they become major 

problems, reducing downtime and maintenance costs [50]. 

VII. Asset tracking devices: asset tracking devices are used to monitor the location and status of valuable 

assets, such as trailers and equipment. This can help fleet managers to prevent theft and improve asset 

utilisation. 

Fleet management hardware in vehicle technology plays a crucial role in optimising fleet operations. By 

utilising a combination of GPS tracking devices, telematics systems, dash cameras, ELDs, TPMS, remote 

diagnostics systems, and asset tracking devices, fleet managers can improve efficiency, safety, and compliance. 
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Investing in the right hardware can lead to cost savings, increased productivity, and a competitive edge in the 

industry [51]. 

9|Advances in IoT Integration in Vehicle Technology 

The integration of IoT technology in conventional vehicle technology has seen significant advancements in 

recent years, leading to notable improvements in the automotive industry. The various advances in IoT 

integration in vehicles and its applications in the automotive sector are highlighted as follows: 

I. One of the key advancements in IoT integration in vehicles is the development of connected car technology. 

This technology allows vehicles to communicate with each other and with external infrastructure, such as 

traffic lights and road signs, to improve safety and efficiency on the road. Connected car technology also 

enables features such as remote vehicle diagnostics, predictive maintenance, and real-time traffic updates, 

enhancing the overall driving experience for consumers [52]. 

II. Another important advancement in IoT integration in vehicles is the development of autonomous driving 

technology. This technology uses IoT sensors and data analytics to enable vehicles to navigate and operate 

without human intervention. In other words, IoT-integrated vehicles use IoT technology to collect and 

analyse data from sensors, cameras, and other devices to navigate roads, detect obstacles, and make decisions 

without human intervention. Autonomous driving technology has the potential to revolutionise the 

automotive industry by reducing accidents, improving traffic flow, increasing mobility for individuals with 

disabilities and increasing fuel efficiency [53]. 

III. Furthermore, IoT integration in vehicles has led to advancements in Vehicle to Everything (V2X) 

communication technology. V2X communication allows vehicles to communicate with each other, with 

infrastructure, and with pedestrians to improve safety and efficiency on the road. V2X communication also 

enables features such as collision avoidance, traffic signal optimisation, and pedestrian detection, making 

driving safer and more convenient for consumers [54]. 

The integration of IoT technology in conventional vehicle technology has seen significant advancements in 

recent years, leading to notable improvements in the automotive industry. Connected car technology, 

autonomous driving technology, and V2X communication technology are just a few examples of the 

advancements in IoT integration in vehicles that are shaping the future of the automotive sector. As 

technology continues to evolve, we can expect to see even more innovations in IoT integration in vehicles 

that will further enhance safety, efficiency, and convenience for consumers. 

10|Classification of IoT in Vehicle Technology 

The IoT has revolutionised the way we interact with technology, and its impact on the automotive industry 

is no exception. In conventional vehicle technology, IoT can be classified into the following categories: 

vehicle-to-vehicle communication, vehicle-to-infrastructure communication, vehicle-to-cloud communication, 

vehicle-to-device communication, vehicle-to-grid communication, and vehicle-to-home communication: 

I. Vehicle-to-vehicle communication involves the exchange of data between vehicles on the road, allowing 

them to communicate with each other and share information such as speed, location, and road conditions 

(see Fig. 4). This technology can help improve road safety by enabling vehicles to warn each other of potential 

hazards and avoid collisions [55]. 
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Fig. 4. Vehicle-to-vehicle communication [56]. 

II. Vehicle-to-infrastructure communication, on the other hand, involves the exchange of data between vehicles 

and the surrounding infrastructure, such as traffic lights, road signs, and parking meters (see Fig. 5). This 

technology can help optimise traffic flow, reduce congestion, and improve overall transportation efficiency 

[57]. 

Fig. 5. Vehicle-to-infrastructure communication [58].  

III. Vehicle-to-cloud communication involves the exchange of data between vehicles and cloud-based services, 

allowing for remote monitoring, diagnostics, and software updates (see Fig. 6). This technology can help 

improve vehicle performance, enhance driver experience, and enable new business models such as 

subscription-based services and predictive maintenance [59]. 

Fig. 6. Vehicle-to-cloud communication [60]. 

IV. Vehicle-to-device communication refers to the ability of vehicles to communicate with other devices, such 

as smartphones, tablets, and wearable technology. This type of communication allows for seamless 

integration between the vehicle and other devices, enabling features such as remote vehicle monitoring, 

control, and diagnostics [61]. 

V. Vehicle-to-grid communication involves the interaction between vehicles and the electrical grid. This type of 

communication enables vehicles to communicate with the grid in order to optimise charging and discharging 

schedules, as well as to participate in demand response programs. By leveraging vehicle to grid 
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communication, vehicles can help to balance the grid and support the integration of renewable energy sources 

[62]. 

VI. Vehicle-to-home communication allows vehicles to communicate with smart home devices and systems. 

This type of communication enables vehicles to interact with home automation systems, such as smart 

thermostats, lighting, and security systems. By integrating vehicle-to-home communication, users can 

automate tasks such as opening garage doors, adjusting home temperatures, and turning on lights upon arrival 

[63]. 

The classifications of IoT in conventional vehicle technology have a wide range of applications in the 

automotive industry. These highlight the diverse range of communication capabilities that are available to 

vehicles. By leveraging these communication technologies, vehicles can enhance their functionality, improve 

efficiency, and provide a more seamless and integrated user experience. In addition, automotive companies 

can improve road safety, optimise traffic flow, enhance vehicle performance, and create new business 

opportunities. As IoT continues to evolve, its impact on the automotive industry is only expected to grow, 

making it an essential technology for the future of transportation. 

11|Collection of Real-Time Data from Vehicle Components Using 

Sensors 

Sensors play a crucial role in monitoring the performance and health of the vehicle, as well as providing 

valuable insights for maintenance and optimisation. One of the key aspects of IoT in vehicles is the use of 

sensors to collect real-time data from various components of the vehicle. These processes are as follows: 

I. The first step in utilising IoT in vehicles is the installation of sensors in key components such as the engine, 

brakes, tires, and suspension. These sensors are equipped with various technologies, such as accelerometers, 

gyroscopes, and temperature sensors, to measure different parameters. For example, an accelerometer can 

detect changes in speed and direction, while a temperature sensor can monitor the heat generated by the 

engine [64]. 

II. Once the sensors are installed, they continuously collect data from the components they are monitoring. This 

data is then transmitted wirelessly to a central processing unit, which analyses and interprets the information 

in real-time. For example, if a sensor detects a sudden increase in temperature in the engine, it can alert the 

driver or the maintenance team to take immediate action. Furthermore, IoT in vehicles allows for predictive 

maintenance, where the sensors can predict when a component is likely to fail based on the data collected. 

This proactive approach helps prevent costly breakdowns and ensures the vehicle is always in optimal 

condition [65]. 

In addition to monitoring the performance of the vehicle, IoT sensors can also collect data on driving 

behaviour and environmental conditions. For example, sensors can track the speed, acceleration, and braking 

patterns of the driver, providing valuable insights for improving fuel efficiency and safety. Moreover, sensors 

can also monitor external factors such as road conditions, weather, and traffic congestion, allowing for better 

navigation and route optimisation. The use of sensors in IoT-enabled vehicles is a game-changer in the 

automotive industry. By collecting real-time data from various components of the vehicle, these sensors 

provide valuable insights for maintenance, optimisation, and safety.  

12|Iot-Enabled Sensors in Vehicle Technology 

IoT-enabled sensors play a crucial role in enhancing the functionality and safety of vehicles, providing real-

time data and insights that can improve performance and efficiency. The different types of IoT-enabled 

sensors used in vehicle technological applications and their functions are as follows: 

I. One of the most common types of IoT-enabled sensors found in vehicles is the GPS sensor. This sensor 

uses satellite technology to track the location of the vehicle in real-time, allowing for accurate navigation and 
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  location-based services. GPS sensors are essential for applications such as fleet management, stolen vehicle 

recovery, and emergency services [66]. 

II. Another important type of sensor is the accelerometer, which measures the acceleration and deceleration of 

the vehicle. Accelerometers are used in applications such as stability control systems, rollover detection, and 

impact detection in the event of a crash. By providing real-time data on the vehicle's movement, 

accelerometers help improve safety and performance [67]. 

III. Temperature sensors are also commonly used in vehicles to monitor the temperature of the engine, 

transmission, and other critical components. These sensors help prevent overheating and ensure optimal 

performance of the vehicle. In addition, temperature sensors can also be used to monitor the temperature 

inside the vehicle, providing a comfortable and safe environment for passengers [68]. 

IV. Pressure sensors are another type of IoT-enabled sensor that is used in vehicles to monitor tire pressure, oil 

pressure, and other fluid levels. By providing real-time data on pressure levels, these sensors help prevent 

mechanical failures and optimise performance. Pressure sensors are essential for maintaining the safety and 

efficiency of the vehicle [69]. 

IoT-enabled sensors play a crucial role in enhancing the functionality and safety of vehicles in technological 

applications. GPS sensors, accelerometers, temperature sensors, and pressure sensors are just a few examples 

of the types of sensors used in vehicles to provide real-time data and insights. By leveraging the power of IoT 

technology, automotive manufacturers can improve performance, efficiency, and safety for drivers and 

passengers alike. 

13|Factors that Affect the Performance of IoT in Vehicle 

Technology 

In the automotive industry, IoT has the potential to enhance the performance of conventional vehicle 

technologies greatly. However, the following factors can affect the performance of IoT in this context. 

I. One of the key factors that can impact the performance of IoT in conventional vehicle technologies is 

connectivity. In order for IoT devices to communicate effectively with each other and with external systems, 

a reliable and fast internet connection is essential. Poor connectivity can lead to delays in data transmission, 

which can, in turn, affect the performance of IoT applications in vehicles [70]. 

II. Another factor that can affect the performance of IoT in conventional vehicle technologies is security. With 

the increasing amount of data being collected and transmitted by IoT devices in vehicles, there is a growing 

concern about the security of this data. Hackers could potentially access sensitive information, such as 

location data or vehicle diagnostics if proper security measures are not in place. This can not only 

compromise the safety and privacy of vehicle occupants but also affect the overall performance of IoT in 

vehicles [71]. 

III. Interoperability is another factor that can impact the performance of IoT in conventional vehicle 

technologies. As IoT devices in vehicles come from different manufacturers and operate on different 

platforms, ensuring that they can communicate effectively with each other can be a challenge. Lack of 

interoperability can lead to compatibility issues and hinder the seamless integration of IoT applications in 

vehicles [72]. 

IV. The complexity of IoT systems in vehicles can also affect their performance. As more and more IoT devices 

are integrated into vehicles, the complexity of the system increases, making it more difficult to manage and 

troubleshoot issues. This can lead to performance issues and downtime, affecting the overall efficiency of 

IoT in conventional vehicle technologies [73]. 

Several factors can affect the performance of IoT in conventional vehicle technologies, including connectivity, 

security, interoperability, and complexity. By addressing these factors and implementing proper measures to 

mitigate their impact, the automotive industry can fully harness the potential of IoT to enhance the 

performance of conventional vehicle technologies. 
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14|Considerations for Selecting IoT-Enabled Sensors in Vehicle 

Technology 

IoT-enabled sensors have become an integral part of conventional vehicle technology, providing valuable 

data and insights that can improve safety, efficiency, and overall performance. However, with the plethora of 

options available in the market, it is crucial for automotive manufacturers and engineers to carefully consider 

the following factors when selecting IoT-enabled sensors for their vehicles.  

I. One of the key considerations when choosing IoT-enabled sensors for conventional vehicle technology is 

the accuracy and reliability of the data they provide. Sensors that are not accurate or reliable can lead to 

incorrect readings and potentially dangerous situations on the road. It is important to thoroughly test and 

evaluate the sensors before integrating them into the vehicle to ensure that they meet the necessary standards 

for accuracy and reliability [74]. 

II. Another important factor to consider is the compatibility of the sensors with existing vehicle systems and 

infrastructure. IoT-enabled sensors should be able to seamlessly integrate with the vehicle's on-board 

computer systems and communicate effectively with other sensors and devices. Compatibility issues can lead 

to malfunctions and breakdowns in the vehicle, so it is essential to choose sensors that are designed to work 

well with the existing technology in the vehicle [75]. 

III. Cost is also a significant consideration when selecting IoT-enabled sensors for conventional vehicle 

technology. While it is important to invest in high-quality sensors that provide accurate and reliable data, it 

is also important to consider the overall cost of integrating these sensors into the vehicle. Manufacturers and 

engineers should carefully weigh the cost of the sensors against the potential benefits they will provide in 

terms of improved performance and safety [76]. 

IV. In addition to accuracy, reliability, compatibility, and cost, it is also important to consider the security and 

privacy implications of IoT-enabled sensors in conventional vehicle technology. With the increasing 

connectivity of vehicles to the internet, there is a growing concern about the potential for cyber-attacks and 

data breaches. Manufacturers and engineers should prioritise security measures to protect the data collected 

by IoT-enabled sensors and ensure the privacy of vehicle owners and users [3]. 

Selecting IoT-enabled sensors for conventional vehicle technology requires careful consideration of a number 

of factors, including accuracy, reliability, compatibility, cost, security, and privacy. By taking these factors into 

account, automotive manufacturers and engineers can ensure that they choose sensors that will enhance the 

performance and safety of their vehicles while also protecting the data and privacy of their customers. 

15|Establishing IoT Connections and Communication in Vehicle 

Technology 

Conventional vehicles are now being equipped with IoT capabilities to enhance communication and 

connectivity, providing a range of benefits such as improved safety, efficiency, and convenience. In this 

context, the procedure for establishing IoT connections and communication in conventional vehicle 

technology is as follows: 

I. Hardware installation: the first step in implementing IoT connections in conventional vehicles is to install 

the necessary hardware. This typically involves the installation of sensors, actuators, and communication 

modules that enable the vehicle to collect and transmit data. These components are essential for establishing 

a network of connected devices within the vehicle [77]. 

II. Data collection and processing: once the hardware is in place, the next step is to collect and process data 

from various sources within the vehicle. This includes data from sensors that monitor vehicle performance, 

environmental conditions, and driver behaviour. The data is then processed and analysed to extract 

meaningful insights that can be used to improve vehicle performance and safety. 
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  III. Connectivity setup: after data collection and processing, the next step is to establish connectivity between 

the vehicle and external networks. This typically involves setting up a secure connection to the internet or a 

dedicated IoT platform. This connection allows the vehicle to communicate with other devices, services, and 

applications, enabling a range of IoT functionalities such as remote monitoring, diagnostics, and software 

updates [78]. 

IV. Communication protocols: to ensure seamless communication between the vehicle and external networks, it 

is essential to implement robust communication protocols. These protocols define the rules and standards 

for data exchange, ensuring that information is transmitted securely and efficiently. Common communication 

protocols used in IoT applications include MQTT, CoAP, and HTTP. 

V. Data transmission and analysis: once the vehicle is connected to external networks, data can be transmitted 

in real-time to cloud-based servers or analytics platforms for further analysis. This data can be used to 

generate insights, detect anomalies, and trigger automated actions such as maintenance alerts or emergency 

notifications. Advanced analytics techniques such as machine learning and artificial intelligence can also be 

applied to optimise vehicle performance and predict potential issues. 

The integration of IoT technology in conventional vehicles offers a range of benefits for both drivers and 

manufacturers. By following the step-by-step procedure outlined in this study, automotive companies can 

effectively implement IoT connections and communication in their vehicles, paving the way for a more 

connected and intelligent transportation system. 

16|Implementation of IoT Assisted Driving Vehicles Technology 

The IoT technology in conventional vehicle systems has revolutionised the patterns of driving. IoT-assisted 

driving sequences have significantly enhanced the safety, efficiency, and overall driving experience for 

motorists. The procedure for implementing IoT-assisted driving in conventional vehicles is as follows: 

I. Sensor installation: the first step in implementing IoT-assisted driving is the installation of sensors in the 

vehicle. These sensors can include cameras, radars, lidars, and ultrasonic sensors. These sensors collect data 

on the vehicle's surroundings, including other vehicles, pedestrians, and road conditions [79]. 

II. Data collection and processing: once the sensors are installed, the data collected by these sensors is processed 

in real-time using IoT technology. This data includes information on the vehicle's speed, acceleration, 

braking, and steering inputs, as well as the surrounding environment. This data is then analysed to make 

informed decisions about the vehicle's driving behaviour. 

III. Communication with cloud servers: the processed data is then transmitted to cloud servers using IoT 

technology. This allows for real-time communication between the vehicle and external servers, enabling the 

vehicle to access up-to-date information on traffic conditions, weather, and road hazards [80]. 

IV. Decision-making and control: based on the data collected and processed, the vehicle's on-board computer 

makes decisions about the vehicle's driving behaviour. This can include adjusting the vehicle's speed, 

changing lanes, or applying the brakes to avoid collisions. The vehicle's control systems are then activated to 

execute these decisions. 

V. Feedback and monitoring: throughout the driving sequence, the vehicle's IoT system continuously monitors 

the vehicle's performance and surroundings. Any deviations from the desired driving behaviour are 

immediately detected, and corrective actions are taken to ensure the safety of the vehicle and its occupants 

[81]. 

IoT-assisted driving sequences in conventional vehicles have the potential to improve road safety and 

efficiency greatly. By following the step-by-step procedure outlined in this study, manufacturers and 

developers can successfully implement IoT technology in vehicles to enhance the driving experience for 

motorists. 
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17|IoT Assisted Troubleshooting in Vehicle Technology 

With IoT-assisted troubleshooting, conventional vehicle technology can be diagnosed and repaired more 

efficiently than ever before. The process for utilising IoT in troubleshooting vehicle issues is highlighted as 

follows: 

I. The first step in IoT-assisted troubleshooting is to install IoT devices in the vehicle. These devices can be 

connected to various components of the vehicle, such as the engine, transmission, and brakes, to collect real-

time data on their performance. This data is then transmitted to a central server, where it can be analysed by 

technicians to identify any potential issues. 

II. Once the IoT devices are installed and data is being collected, the next step is to monitor the data for any 

anomalies. Technicians can set up alerts to notify them of any unusual readings, such as a sudden increase in 

engine temperature or a drop in oil pressure. By monitoring the data in real-time, technicians can quickly 

identify and address any issues before they escalate into more serious problems [82]. 

III. After identifying a potential issue, the next step is to diagnose the problem using the data collected by the 

IoT devices. Technicians can analyse the data to pinpoint the root cause of the issue, whether it be a faulty 

sensor, a malfunctioning component, or a software glitch. This data-driven approach to diagnosis allows 

technicians to make more informed decisions about how to proceed with repairs. 

IV. Once the problem has been diagnosed, the next step is to repair the issue. IoT devices can be used to remotely 

access the vehicle's systems, allowing technicians to make adjustments or repairs without having to be present 

physically. This can save time and money, as technicians can troubleshoot and repair issues more quickly and 

efficiently [83]. 

IoT-assisted troubleshooting offers a number of benefits for conventional vehicle technology, including real-

time monitoring, data-driven diagnosis, and remote access for repairs. However, there are also challenges to 

implementing IoT in the automotive industry, such as data security and privacy concerns. By following the 

process outlined in this study, technicians can harness the power of IoT to troubleshoot and repair vehicle 

issues more effectively than ever before. 

18|Applications of IoT in Conventional Vehicle Technology 

In the automotive sector, IoT has been integrated into vehicles to enhance safety, efficiency, and overall 

driving experience. In this context, the applications of IoT in conventional vehicle technology are enlisted as 

follows: 

I. One of the primary applications of IoT in vehicles is remote monitoring and diagnostics. Through IoT 

sensors installed in vehicles, manufacturers and drivers can remotely monitor the performance of various 

components such as engines, brakes, and tires. This real-time data allows for proactive maintenance and 

timely repairs, ultimately improving vehicle reliability and reducing downtime [84]. 

II. Another significant application of IoT in vehicles is predictive maintenance. By analysing data collected from 

IoT sensors, manufacturers can predict potential issues before they occur. This proactive approach to 

maintenance helps prevent costly breakdowns and extends the lifespan of vehicle components. Additionally, 

IoT-enabled vehicles can automatically schedule maintenance appointments based on real-time data, 

ensuring optimal performance at all times. 

III. IoT has also been instrumental in enhancing driver safety through features such as collision avoidance 

systems and driver assistance technologies. IoT sensors can detect potential hazards on the road and alert 

drivers in real-time, helping to prevent accidents. Furthermore, IoT-enabled vehicles can communicate with 

each other to improve traffic flow and reduce congestion, ultimately making roads safer for everyone [85]. 

IV. IoT technology is also being used in fleet management systems to monitor and track vehicles, optimise routes, 

and improve fuel efficiency. By integrating IoT devices in commercial vehicles, companies can reduce 

operating costs, increase productivity, and enhance customer service. 
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  V. IoT technology is being utilised in VTS to provide drivers with real-time information on traffic conditions, 

weather forecasts, and vehicle performance. This data can help drivers make informed decisions, avoid 

accidents, and optimise their driving habits to reduce fuel consumption and emissions. 

VI. IoT has also transformed the driving experience through features such as connected infotainment systems 

and personalised settings. IoT-enabled vehicles can connect to the internet to access real-time traffic updates, 

weather forecasts, and entertainment options. Drivers can also customise their driving experience by 

adjusting settings such as seat position, climate control, and music preferences, all through IoT-enabled 

interfaces. 

IoT has significantly impacted conventional vehicle technology by enhancing safety, efficiency, and overall 

driving experience. Through remote monitoring, predictive maintenance, driver assistance technologies, and 

connected infotainment systems, IoT has revolutionised the automotive sector. As technology continues to 

evolve, the integration of IoT in vehicles will only continue to advance, ultimately shaping the future of 

transportation. 

19|Advantages of IoT in Conventional Vehicle Technology 

Conventional vehicle technology has greatly benefited from the integration of IoT, leading to the following 

advantages:  

I. First, IoT has enhanced vehicle safety. With the implementation of IoT devices such as sensors and cameras, 

vehicles are now equipped with advanced safety features such as collision detection, lane departure warnings, 

and automatic emergency braking. These features help prevent accidents and save lives on the road [86]. 

II. Furthermore, IoT has improved vehicle maintenance and diagnostics. Through IoT-enabled systems, 

vehicles can now monitor their own performance and detect potential issues before they escalate. This 

proactive approach to maintenance not only saves time and money for vehicle owners but also ensures that 

vehicles are always in optimal condition. 

III. In addition, IoT has enhanced the overall driving experience. With the integration of IoT devices, vehicles 

can now offer personalised services such as in-car entertainment, navigation assistance, and real-time traffic 

updates. This level of connectivity and convenience has transformed the way people interact with their 

vehicles, making driving more enjoyable and efficient [87]. 

IV. Moreover, IoT has contributed to the development of autonomous vehicles. By leveraging IoT technology, 

vehicles can now communicate with each other and with the surrounding infrastructure, enabling them to 

navigate and operate autonomously. This advancement in vehicle technology has the potential to 

revolutionise transportation systems and improve road safety. 

The advantages of IoT in conventional vehicle technology are undeniable. From enhanced safety features to 

improved maintenance and diagnostics, IoT has significantly transformed the automotive sector. As 

technology continues to evolve, the integration of IoT in vehicles will only continue to enhance the driving 

experience and pave the way for a more connected and efficient transportation system. 

20|Limitations of IoT in Conventional Vehicle Technology 

Despite its numerous advantages, there are several key disadvantages of IoT in conventional vehicle 

technology, which are considered as follows: 

I. One major disadvantage of IoT in vehicles is the potential for security breaches. With the increasing 

connectivity of vehicles to the internet, there is a greater risk of hackers gaining access to critical systems, 

such as the engine or brakes. This could lead to serious safety concerns for drivers and passengers. In fact, a 

study by the University of Michigan found that many popular vehicles are vulnerable to cyber-attacks, 

highlighting the need for improved security measures in IoT-enabled vehicles [88]. 

II. Another disadvantage of IoT in vehicles is the potential for data privacy issues. As vehicles become more 

connected, they are able to collect and transmit a vast amount of data about their drivers and passengers. 
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This data could be used for targeted advertising or even sold to third parties without the consent of the 

individuals involved. This raises serious concerns about privacy and the protection of personal information 

in IoT-enabled vehicles [89]. 

III. Furthermore, the reliance on IoT in vehicles could lead to increased complexity and cost. As vehicles become 

more connected, they require more sophisticated technology and components, which can drive up the cost 

of manufacturing and maintenance. This could make it more difficult for consumers to afford and repair 

IoT-enabled vehicles, potentially widening the gap between those who can afford the latest technology and 

those who cannot [90]. 

While IoT has the potential to revolutionise the automotive industry, several key disadvantages must be 

addressed. From security breaches to data privacy issues to increased complexity and cost, there are significant 

challenges that must be overcome in order to realise the benefits of IoT in conventional vehicle technology 

fully. Manufacturers, regulators, and consumers need to work together to address these issues and ensure that 

IoT-enabled vehicles are safe, secure, and affordable for all. 

21|Conclusion 

The integration of IoT in conventional vehicle technology has shown immense potential for revolutionising 

the automotive industry. Through various studies and research, it has been established that IoT can enhance 

vehicle performance, safety, and efficiency by enabling real-time data monitoring, predictive maintenance, 

and autonomous driving capabilities. The applications of IoT in automotive industries are vast and diverse, 

ranging from fleet management and telematics to connected car services and smart infrastructure. These 

advancements not only improve the overall driving experience for consumers but also have the potential to 

reduce accidents, lower emissions, and optimise traffic flow.  

Despite the numerous benefits of IoT integration in vehicles, there are still challenges that need to be 

addressed, such as data security, privacy concerns, and interoperability issues. However, with ongoing research 

and development in this field, these obstacles can be overcome to realise the potential of IoT in the 

automotive sector fully. The integration of IoT in conventional vehicle technology is a game-changer for the 

automotive industry, offering endless possibilities for innovation and improvement. As technology continues 

to evolve, manufacturers, policymakers, and stakeholders must collaborate and invest in IoT solutions to 

drive the industry forward and create a safer, more efficient, and sustainable transportation system. Based on 

the findings obtained from this study, the following recommendations are suggested to improve the 

integration of IoT in vehicle technology and its applications in the automotive industry. 

I. One of the key recommendations based on the findings of this study is the need for increased collaboration 

between automotive manufacturers and IoT technology providers. This collaboration is essential to ensure 

that IoT technology is seamlessly integrated into vehicle systems, allowing for improved connectivity and 

communication between vehicles and external devices. By working together, automotive manufacturers and 

IoT technology providers can develop innovative solutions that enhance the overall driving experience and 

improve vehicle performance. 

II. Another important recommendation is the need for standardisation in IoT technology for vehicles. 

Standardisation is crucial to ensure interoperability between different IoT devices and systems, allowing for 

seamless communication and data exchange. By establishing common standards for IoT technology in 

vehicles, automotive manufacturers can ensure that their vehicles are compatible with a wide range of IoT 

devices and services, ultimately enhancing the user experience and driving efficiency. 

III. This study has highlighted the importance of data security and privacy in IoT-enabled vehicles. As vehicles 

become increasingly connected to the internet and external devices, there is a growing concern about the 

security of personal and sensitive data. Automotive manufacturers must prioritise data security and privacy 

in the design and implementation of IoT technology in vehicles, implementing robust encryption and 

authentication measures to protect user information. 
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  The integration of IoT technology in conventional vehicle technology has the potential to revolutionise the 

automotive industry, offering new opportunities for innovation and efficiency. By following the 

recommendations outlined in this study, automotive manufacturers can successfully integrate IoT technology 

into their vehicles, enhancing connectivity, communication, and performance. Collaboration with IoT 

technology providers, standardisation of IoT technology, and prioritisation of data security and privacy are 

key factors in ensuring the successful integration of IoT in vehicle technology and its applications in the 

automotive industry. 

Author Contributions 

Aniekan Essienubong Ikpe contributed to conceptualization, methodology, and data collection. Imoh Ime 

Ekanem was responsible for formal analysis, visualization, and writing – original draft preparation. Jephtar 

Uviefovwe Ohwoekevwo handled supervision, review, and editing. 

Funding 

This research did not receive any specific grants from public, commercial, or not-for-profit funding agencies. 

Data Availability 

Data supporting the findings of this study are available within the article and upon reasonable request from 

the corresponding author. 

Conflicts of Interest 

The authors declare that they have no known competing financial interests or personal relationships that 

could have appeared to influence the work reported in this paper. 

References 

[1]  Bathla, G., Bhadane, K., Singh, R. K., Kumar, R., Aluvalu, R., Krishnamurthi, R., ... & Basheer, S. (2022). 

Autonomous vehicles and intelligent automation: applications, challenges, and opportunities. Mobile 

information systems, 1, 7632892. DOI: 10.1155/2022/7632892 

[2]  Khayyam, H., Javadi, B., Jalili, M., & Jazar, R. N. (2020). Artificial intelligence and internet of things for 

autonomous vehicles. In Jazar, R. N. & Dai, L. (Eds.), Nonlinear approaches in engineering applications: 

automotive applications of engineering problems (pp. 39–68). Cham: springer international publishing. DOI:  

10.1007/978-3-030-18963-1_2 

[3]  Ud Din, I., Guizani, M., Hassan, S., Kim, B.-S., Khurram Khan, M., Atiquzzaman, M., & Ahmed, S. H. 

(2019). The internet of things: a review of enabled technologies and future challenges. IEEE access, 7, 7606–

7640. DOI: 10.1109/ACCESS.2018.2886601 

[4]  Rahim, M. A., Rahman, M. A., Rahman, M. M., Asyhari, A. T., Bhuiyan, M. Z. A., & Ramasamy, D. (2021). 

Evolution of IoT-enabled connectivity and applications in automotive industry: a review. Vehicular 

communications, 27, 100285. DOI: 10.1016/j.vehcom.2020.100285 

[5]  Mohammed, K., Abdelhafid, M., Kamal, K., Ismail, N., & Ilias, A. (2023). Intelligent driver monitoring 

system: an internet of things based system for tracking and identifying the driving behavior. Computer 

standards & interfaces, 84, 103704. DOI: 10.1016/j.csi.2022.103704 

[6]  Chen, L. W., & Chen, H. M. (2021). Driver behavior monitoring and warning with dangerous driving 

detection based on the internet of vehicles. IEEE transactions on intelligent transportation systems, 22(11), 

7232–7241. DOI: 10.1109/TITS.2020.3004655 

[7]  Mantouka, E., Barmpounakis, E., Vlahogianni, E., & Golias, J. (2021). Smartphone sensing for 

understanding driving behavior: current practice and challenges. International journal of transportation 

science and technology, 10(3), 266–282. DOI: 10.1016/j.ijtst.2020.07.001 



 Ikpe et al.|Smart. Internet. Things. 1(1) (2024) 31-53 

 

49

 

  
[8]  Feng, X., & Hu, J. (2020). Research on the identification and management of vehicle behaviour based on 

Internet of things technology. Computer communications, 156, 68–76. DOI: 10.1016/j.comcom.2020.03.035 

[9]  Abdulraheem, A. S., Salih, A. A., Abdulla, A. I., Sadeeq, M. A., Salim, N. O., Abdullah, H., … Saeed, R. A. 

(2020). Home automation system based on IoT. Technology reports of kansai university, 62(5), 2453. 

https://acesse.dev/ipjTJ 

[10]  Stolojescu-Crisan, C., Crisan, C., & Butunoi, B. P. (2021). An iot-based smart home automation system. 

Sensors, 21(11), 3784. DOI: 10.3390/s21113784 

[11]  Priyan, M. K., & Devi, G. U. (2019). A survey on internet of vehicles: applications, technologies, challenges 

and opportunities. International journal of advanced intelligence paradigms, 12(1–2), 98–119. DOI: 

10.1504/IJAIP.2019.096957 

[12]  Shah, S. H., & Yaqoob, I. (2016). A survey: internet of things (IoT) technologies, applications and 

challenges. 2016 IEEE smart energy grid engineering (SEGE) (pp. 381–385). DOI:  

10.1109/SEGE.2016.7589556 

[13]  Farahpoor, M., Esparza, O., & Soriano, M. (2023). Comprehensive IoT-driven fleet management system 

for industrial vehicles. IEEE access, 1. DOI: 10.1109/ACCESS.2023.3343920 

[14]  Ghaffarpasand, O., Burke, M., Osei, L. K., Ursell, H., Chapman, S., & Pope, F. D. (2022). Vehicle telematics 

for safer, cleaner and more sustainable urban transport: a review. Sustainability, 14(24), 16386. DOI: 

10.3390/su142416386 

[15]  Young, R., Fallon, S., Jacob, P., & O'Dwyer, D. (2020). Vehicle telematics and its role as a key enabler in 

the development of smart cities. IEEE sensors journal, 20(19), 11713–11724. DOI: 

10.1109/JSEN.2020.2997129 

[16]  Abdul-Yekeen, A. M., Rasaq, O., Ayinla, M. A., Sikiru, A., Kujore, V., & Agboola, T. O. (2024). Utilising 

the internet of things (IoT), artificial intelligence, machine learning, and vehicle telematics for sustainable 

growth in small and medium firms (SMEs). Journal of artificial intelligence general science (JAIGS) ISSN:3006-

4023, 5(1), 237–274. DOI: 10.60087/jaigs.v5i1.197 

[17]  Hahn, D., Munir, A., & Behzadan, V. (2021). Security and privacy issues in intelligent transportation 

systems: classification and challenges. IEEE intelligent transportation systems magazine, 13(1), 181–196. DOI: 

10.1109/MITS.2019.2898973 

[18]  McDonnell, K., Murphy, F., Sheehan, B., Masello, L., Castignani, G., & Ryan, C. (2021). Regulatory and 

technical constraints: an overview of the technical possibilities and regulatory limitations of vehicle 

telematic data. Sensors, 21(10), 3517. DOI: 10.3390/s21103517 

[19]  Smuts, M., Scholtz, B., & Wesson, J. (2019). Issues in implementing a data integration platform for electric 

vehicles using the internet of things. Internet of things. information processing in an increasingly connected 

world (pp. 160–177). Cham: springer international publishing. DOI: 10.1007/978-3-030-15651-0_14 

[20]  Manso, M., Guerra, B., Carjan, C., Sdongos, E., Bolovinou, A., Amditis, A., & Donaldson, D. (2018). The 

application of telematics and smart devices in emergencies. In Gravina, R. … Fortino, G. (Eds.), Integration, 

interconnection, and interoperability of iot systems (pp. 169–197). Cham: springer international publishing. 

DOI: 10.1007/978-3-319-61300-0_9 

[21]  Bolaños, C., Rojas, B., Salazar-Cabrera, R., Ramírez-González, G., Pachón de la Cruz, Á., & Madrid Molina, 

J. M. (2022). Fleet management and control system for developing countries implemented with intelligent 

transportation systems (ITS) services. Transportation research interdisciplinary perspectives, 16, 100694. DOI: 

10.1016/j.trip.2022.100694 

[22]  Guerrero-ibanez, J. A., Zeadally, S., & Contreras-Castillo, J. (2015). Integration challenges of intelligent 

transportation systems with connected vehicle, cloud computing, and internet of things technologies. 

IEEE wireless communications, 22(6), 122–128. DOI: 10.1109/MWC.2015.7368833 

[23]  Barbeau, S. J., Georggi, N. L., & Winters, P. L. (2010). Global positioning system integrated with 

personalised real-time transit information from automatic vehicle location. Transportation research record, 

2143(1), 168–176. DOI: 10.3141/2143-21 

[24]  Ammar, M., Janjua, H., Thangarajan, A. S., Crispo, B., & Hughes, D. (2020). Securing the on-board 

diagnostics port (OBD-II) in vehicles. SAE international journal of transportation cybersecurity and privacy, 

2(2), 83–106. DOI: 10.4271/11-02-02-0009 



 Integration of internet of things in conventional vehicle technology and its... 

 

50

 

  [25]  Lokman, S.-F., Othman, A. T., & Abu-Bakar, M.-H. (2019). Intrusion detection system for automotive 

controller area network (CAN) bus system: a review. EURASIP journal on wireless communications and 

networking, 2019(1), 184. DOI: 10.1186/s13638-019-1484-3 

[26]  Ortiz, F. M., Sammarco, M., Costa, L. H. M. K., & Detyniecki, M. (2020). Vehicle telematics via 

exteroceptive sensors: a survey. ArXiv preprint arxiv:2008.12632. DOI: 10.48550/arXiv.2008.12632 

[27]  Munoz-Ausecha, C., Ruiz-Rosero, J., & Ramirez-Gonzalez, G. (2021). RFID applications and security 

review. Computation, 9(6), 69. DOI: 10.3390/computation9060069 

[28]  Ibrahim, A., Eltawil, A., Na, Y., & El-Tawil, S. (2020). Accuracy limits of embedded smart device 

accelerometer sensors. IEEE transactions on instrumentation and measurement, 69(8), 5488–5496. DOI: 

10.1109/TIM.2020.2964912 

[29]  Bedi, P., Goyal, S. B., Kumar, J., & Choudhary, S. (2022). Smart automobile health monitoring system. In 

Kumar, R. … Pattnaik, P. K. (Eds.), Multimedia technologies in the internet of things environment, volume 2 

(pp. 127–146). Singapore: springer singapore. DOI: 10.1007/978-981-16-3828-2_7 

[30]  Vujanović, D., Momčilović, V., Bojović, N., & Papić, V. (2012). Evaluation of vehicle fleet maintenance 

management indicators by application of DEMATEL and ANP. Expert systems with applications, 39(12), 

10552–10563. DOI: 10.1016/j.eswa.2012.02.159 

[31]  Rojas, B., Bolanos, C., Salazar-Cabrera, R., Ramirez-González, G., de la Cruz, A., & Madrid Molina, J. M. 

(2020). Fleet management and control system for medium-sized cities based in intelligent transportation 

systems: from review to proposal in a city. Electronics, 9(9), 1383. DOI: 10.3390/electronics9091383 

[32]  He, W., Yan, G., & Xu, L. Da. (2014). Developing vehicular data cloud services in the IoT environment. 

IEEE transactions on industrial informatics, 10(2), 1587–1595. DOI: 10.1109/TII.2014.2299233 

[33]  Punith, M. S., Nithya, M., & Deepa, K. (2022). IoT enabled smart fleet management [presentation]. 2022 ieee 

4th international conference on cybernetics, cognition and machine learning applications (icccmla) (pp. 

256–260). DOI: 10.1109/ICCCMLA56841.2022.9989097 

[34]  Kumar, B., Milind, S., & Srivastava, M. (2024). Advancement of advanced driver assistance system in 

automobiles through iot implementation and integration. 2024 international conference on advances in 

computing, communication and applied informatics (ACCAI) (pp. 1–9). IEEE. DOI: 

10.1109/ACCAI61061.2024.10602264 

[35]  Oladimeji, D., Gupta, K., Kose, N. A., Gundogan, K., Ge, L., & Liang, F. (2023). Smart transportation: an 

overview of technologies and applications. Sensors, 23(8), 3880. DOI: 10.3390/s23083880 

[36]  Muthumanickam, A., Balasubramanian, G., & Chakrapani, V. (2023). Vehicle health monitoring and 

accident avoidance system based on IoT model. Journal of intelligent & fuzzy systems, 44, 2561–2576. DOI: 

10.3233/JIFS-222719 

[37]  Muthuramalingam, S., Bharathi, A., Rakesh kumar, S., Gayathri, N., Sathiyaraj, R., & Balamurugan, B. 

(2019). IoT based intelligent transportation system (IoT-ITS) for global perspective: a case study. In Balas, 

V. E. … Khari, M. (Eds.), Internet of things and big data analytics for smart generation (pp. 279–300). Cham: 

springer international publishing. DOI: 10.1007/978-3-030-04203-5_13 

[38]  Husak, V., Chyrun, L., Matseliukh, Y., Gozhyj, A., Nanivskyi, R., & Luchko, M. (2021). Intelligent real-time 

vehicle tracking information system. MoMLeT+ ds (pp. 666–698). CEUR Workshop Proceedings 

https://api.semanticscholar.org/CorpusID:236477629 

[39]  Koupal, J. W., DenBleyker, A., Manne, G., Batista, M. H., & Schmitt, T. (2022). Capabilities and limitations 

of telematics for vehicle emissions inventories. Transportation research record, 2676(3), 49–57. DOI: 

10.1177/03611981211049109 

[40]  Oyler, A., & Saiedian, H. (2016). Security in automotive telematics: a survey of threats and risk mitigation 

strategies to counter the existing and emerging attack vectors. Security and communication networks, 9(17), 

4330–4340. DOI: 10.1002/sec.1610 

[41]  Powell, B., & Chandran, S. (2019). Improving fleet management strategy and operational intelligence with 

predictive analytics. In Anandarajan, M. & Harrison, T. D. (Eds.), Aligning business strategies and analytics: 

bridging between theory and practice (pp. 51–66). Cham: springer international publishing. DOI: 10.1007/978-

3-319-93299-6_4 



 Ikpe et al.|Smart. Internet. Things. 1(1) (2024) 31-53 

 

51

 

  
[42]  Michelaraki, E., Katrakazas, C., Yannis, G., Filtness, A., Talbot, R., Hancox, G., … Taveira, R. (2021). Post-

trip safety interventions: state-of-the-art, challenges, and practical implications. Journal of safety research, 

77, 67–85. DOI: 10.1016/j.jsr.2021.02.005 

[43]  Wedeniwski, S., & Perun, S. (2017). Platform for a cognitive vehicle life. In My cognitive automobile life: 

digital divorce from a cognitive personal assistant (pp. 55–167). Berlin, Heidelberg: springer Berlin Heidelberg. 

DOI: 10.1007/978-3-662-54677-2_2 

[44]  Verma, R., Singh, B. K., & Zahidi, F. (2024). Management of GPS tracking systems in transportation. In 

Upadhyay, R. K. … Kumar, V. (Eds.), Intelligent transportation system and advanced technology (pp. 251–263). 

Singapore: springer nature Singapore. DOI: 10.1007/978-981-97-0515-3_11 

[45]  Kukreja, V., Marwaha, A., Sareen, B., & Modgil, A. (2020). AFTSMS:automatic fleet tracking & scheduling 

management system. 2020 8th international conference on reliability, infocom technologies and 

optimisation (trends and future directions) (ICRITO) (pp. 114–118). IEEE. DOI: 

10.1109/ICRITO48877.2020.9197819 

[46]  Lee, S., Tewolde, G., & Kwon, J. (2014). Design and implementation of vehicle tracking system using 

gps/gsm/gprs technology and smartphone application. 2014 IEEE world forum on internet of things (wf-iot) 

(pp. 353–358). IEEE. DOI: 10.1109/WF-IoT.2014.6803187 

[47]  Campos Ferreira, A. E., Lozoya Santos, J. de J., Tudon Martinez, J. C., Mendoza, R. A. R., Vargas Martinez, 

A., Morales Menendez, R., & Lozano, D. (2023). Vehicle and driver monitoring system using on-board 

and remote sensors. Sensors, 23(2), 814. DOI: 10.3390/s23020814 

[48]  Lallie, H. S. (2020). Dashcam forensics: a preliminary analysis of 7 dashcam devices. Forensic science 

international: digital investigation, 33, 200910. DOI: 10.1016/j.fsidi.2020.200910 

[49]  Carvalho, S. B., & Costa, D. G. (2024). In-vehicle camera sensing: hardware, urban applications and research 

trends [presentation]. 2024 IEEE 22nd mediterranean electrotechnical conference (melecon) (pp. 768–773). 

IEEE. DOI: 10.1109/MELECON56669.2024.10608678 

[50]  Koomen, J. M., & Fenik, A. P. (2021). Impact analysis: electronic logging devices in the transportation 

industry. International journal of automation and logistics, 3(2), 137–151. DOI: 10.1504/IJAL.2021.112767 

[51]  Ekanem, I., & Ikpe, A. (2024). A technical survey on the role of robotics in conventional manufacturing 

process: an element of industry 4.0. Journal of scientific and industrial research, 8, 172–192. 

https://www.researchgate.net/publication/378310688_A_Technical_Survey_on_The_Role_of_Robotics_i

n_Conventional_Manufacturing_Process_An_Element_of_Industry_40 

[52]  Abdelkader, G., Elgazzar, K., & Khamis, A. (2021). Connected vehicles: technology review, state of the 

art, challenges and opportunities. Sensors, 21(22), 7712. DOI: 10.3390/s21227712 

[53]  Krasniqi, X., & Hajrizi, E. (2016). Use of IoT technology to drive the automotive industry from connected 

to full autonomous vehicles. IFAC-papersonline, 49(29), 269–274. DOI: 10.1016/j.ifacol.2016.11.078 

[54]  R, D. K., & A, R. (2023). Revolutionising intelligent transportation systems with cellular vehicle-to-

everything (C-V2X) technology: current trends, use cases, emerging technologies, standardisation 

bodies, industry analytics and future directions. Vehicular communications, 43, 100638. DOI: 

10.1016/j.vehcom.2023.100638 

[55]  Ameen, H. A., Mahamad, A. K., Saon, S., Nor, D. M., & Ghazi, K. (2020). A review on vehicle to vehicle 

communication system applications. Indonesian journal of electrical engineering and computer science, 18(1), 

188–198. DOI: 10.11591/ijeecs.v18.i1.pp188-198 

[56]  Zeadally, S., Guerrero, J., & Contreras, J. (2020). A tutorial survey on vehicle-to-vehicle communications. 

Telecommunication systems, 73(3), 469–489. DOI: 10.1007/s11235-019-00639-8 

[57]  He, W., Li, H., Zhi, X., Li, X., Zhang, J., Hou, Q., & Li, Y. (2019). Overview of v2v and V2I wireless 

communication for cooperative vehicle infrastructure systems. 2019 IEEE 4th advanced information 

technology, electronic and automation control conference (IAEAC) (pp. 127–134). IEEE. DOI: 

10.1109/IAEAC47372.2019.8997786 

[58]  Dey, K. C., Rayamajhi, A., Chowdhury, M., Bhavsar, P., & Martin, J. (2016). Vehicle-to-vehicle (V2V) and 

vehicle-to-infrastructure (V2I) communication in a heterogeneous wireless network  – Performance 

evaluation. Transportation research part c: emerging technologies, 68, 168–184. DOI: 10.1016/j.trc.2016.03.008 



 Integration of internet of things in conventional vehicle technology and its... 

 

52

 

  [59]  Gupta, M., & Sandhu, R. (2018). Authorisation framework for secure cloud assisted connected cars and 

vehicular internet of things. Proceedings of the 23nd acm on symposium on access control models and technologies 

(pp. 193–204). New York, NY, USA: association for computing machinery. DOI: 10.1145/3205977.3205994 

[60]  Niu, M., Huang, X., & Wang, H. (2022). Vehicle-to-anything: the trend of internet of vehicles in future 

smart cities. In Intelligent electronics and circuits-terahertz, its, and beyond. IntechOpen. 

https://books.google.com/books?id=UrGTEAAAQBAJ&printsec=frontcover 

[61]  Altaf, I., & Kaul, A. (2021). Vulnerable road user safety: a systematic review and mesh-networking based 

vehicle ad hoc system using hybrid of neuro-fuzzy and genetic algorithms. International journal of 

communication systems, 34(13), e4907. DOI: 10.1002/dac.4907 

[62]  Umoren, I. A., Shakir, M. Z., & Tabassum, H. (2021). Resource efficient vehicle-to-grid (V2G) 

communication systems for electric vehicle enabled microgrids. IEEE transactions on intelligent 

transportation systems, 22(7), 4171–4180. DOI: 10.1109/TITS.2020.3023899 

[63]  Liu, C., Chau, K. T., Wu, D., & Gao, S. (2013). Opportunities and challenges of vehicle-to-home, vehicle-

to-vehicle, and vehicle-to-grid technologies. Proceedings of the ieee, 101(11), 2409–2427. DOI: 

10.1109/JPROC.2013.2271951 

[64]  Priyanka, E. B., Shankar, M. G., Tharun, S., Ravisankar, S., Saravanan, S. N., Kumar, B. B., & Pugazhenthi, 

C. (2021). Real-time performance analysis of multiple parameters of automotive sensor's can data to 

predict vehicle driving efficiency. International journal of computing and digital system, 1337–1357. DOI: 

10.12785/ijcds/1101109 

[65]  Gnap, J., Jagelčák, J., Marienka, P., Frančák, M., & Kostrzewski, M. (2021). Application of MEMS sensors 

for evaluation of the dynamics for cargo securing on road vehicles. Sensors, 21(8), 2881. DOI: 

10.3390/s21082881 

[66]  Al-Turjman, F., & Lemayian, J. P. (2020). Intelligence, security, and vehicular sensor networks in internet 

of things (IoT) enabled smart-cities: an overview. Computers & electrical engineering, 87, 106776. DOI: 

10.1016/j.compeleceng.2020.106776 

[67]  Dima, D. S., & Covaciu, D. (2017). Solutions for acceleration measurement in vehicle crash tests. IOP 

conference series: materials science and engineering, 252(1), 12007. DOI: 10.1088/1757-899X/252/1/012007 

[68]  Fleming, W. J. (2001). Overview of automotive sensors. IEEE sensors journal, 1(4), 296–308. DOI: 

10.1109/7361.983469 

[69]  Sehrawat, D., & Gill, N. S. (2019). Smart sensors: analysis of different types of iot sensors. 2019 3rd 

international conference on trends in electronics and informatics (ICOEI) (pp. 523–528). IEEE. DOI: 

10.1109/ICOEI.2019.8862778 

[70]  Thanh Chi Phan, & Prabhdeep Singh. (2023). A recent connected vehicle - iot automotive application 

based on communication technology. International journal of data informatics and intelligent computing, 2(4 

SE-regular issue), 40–51. DOI: 10.59461/ijdiic.v2i4.88 

[71]  Ali, E. S., Hasan, M. K., Hassan, R., Saeed, R. A., Hassan, M. B., Islam, S., … Bevinakoppa, S. (2021). 

Machine learning technologies for secure vehicular communication in internet of vehicles: recent 

advances and applications. Security and communication networks, 2021(1), 8868355. DOI: 

10.1155/2021/8868355 

[72]  Agbaje, P., Anjum, A., Mitra, A., Oseghale, E., Bloom, G., & Olufowobi, H. (2022). Survey of 

Interoperability Challenges in the Internet of Vehicles. IEEE transactions on intelligent transportation 

systems, 23(12), 22838–22861. DOI: 10.1109/TITS.2022.3194413 

[73]  Siddiqa, A., Shah, M. A., Khattak, H. A., Akhunzada, A., Ali, I., Razak, Z. Bin, & Gani, A. (2018). Social 

internet of vehicles: complexity, adaptivity, issues and beyond. IEEE access, 6, 62089–62106. DOI: 

10.1109/ACCESS.2018.2872928 

[74]  Dr. Elena Ferrari. (2022). IoT-enabled environmental monitoring for autonomous vehicle safety. Journal 

of ai-assisted scientific discovery, 2(1 SE-Articles), 86–107. 

https://scienceacadpress.com/index.php/jaasd/article/view/68 

[75]  Dr. Jérémy Fix. (2023). IoT-enabled intelligent traffic management systems for autonomous vehicle 

integration. Journal of artificial intelligence research and applications, 3(1 SE-articles), 1–24. 

https://aimlstudies.co.uk/index.php/jaira/article/view/85 

https://dx.doi.org/10.12785/ijcds/1101109


 Ikpe et al.|Smart. Internet. Things. 1(1) (2024) 31-53 

 

53

 

  
[76]  Pirbhulal, S., Wu, W., Muhammad, K., Mehmood, I., Li, G., & de Albuquerque, V. H. C. (2020). Mobility 

enabled security for optimising iot based intelligent applications. IEEE network, 34(2), 72–77. DOI: 

10.1109/MNET.001.1800547 

[77]  Contreras-Castillo, J., Zeadally, S., & Guerrero-Ibañez, J. A. (2018). Internet of vehicles: architecture, 

protocols, and security. IEEE internet of things journal, 5(5), 3701–3709. DOI: 10.1109/JIOT.2017.2690902 

[78]  Vasilescu, I., Kotay, K., Rus, D., Dunbabin, M., & Corke, P. (2005). Data collection, storage, and retrieval 

with an underwater sensor network. Proceedings of the 3rd international conference on embedded networked 

sensor systems (pp. 154–165). New York, NY, USA: association for computing machinery. DOI: 

10.1145/1098918.1098936 

[79]  Butt, F. A., Chattha, J. N., Ahmad, J., Zia, M. U., Rizwan, M., & Naqvi, I. H. (2022). On the integration of 

enabling wireless technologies and sensor fusion for next-generation connected and autonomous 

vehicles. IEEE access, 10, 14643–14668. DOI: 10.1109/ACCESS.2022.3145972 

[80]  Piyare, R., & Lee, S. R. (2013). Towards internet of things (IOTS): integration of wireless sensor network 

to cloud services for data collection and sharing. CoRR, abs/1310.2. DOI: 10.5121/ijcnc.2013.5505 

[81]  Gerla, M., Lee, E.-K., Pau, G., & Lee, U. (2014). Internet of vehicles: from intelligent grid to autonomous cars 

and vehicular clouds. 2014 IEEE world forum on internet of things (wf-iot) (pp. 241–246). DOI: 10.1109/WF-

IoT.2014.6803166 

[82]  Strandberg, K., Nowdehi, N., & Olovsson, T. (2023). A systematic literature review on automotive digital 

forensics: challenges, technical solutions and data collection. IEEE transactions on intelligent vehicles, 8(2), 

1350–1367. DOI: 10.1109/TIV.2022.3188340 

[83]  Coppola, R., & Morisio, M. (2016). Connected car: technologies, issues, future trends. ACM comput. surv., 

49(3). DOI: 10.1145/2971482 

[84]  Srinivasan, A. (2018). IoT cloud based real time automobile monitoring system. 2018 3rd IEEE international 

conference on intelligent transportation engineering (ICITE) (pp. 231–235). IEEE. DOI: 

10.1109/ICITE.2018.8492706 

[85]  Pourrahmani, H., Yavarinasab, A., Zahedi, R., Gharehghani, A., Mohammadi, M. H., Bastani, P., & Van 

herle, J. (2022). The applications of internet of things in the automotive industry: a review of the batteries, 

fuel cells, and engines. Internet of things, 19, 100579. DOI: 10.1016/j.iot.2022.100579 

[86]  Liyakat, K. S. S., & Liyakat, K. K. S. (2023). IoT in electrical vehicle: a study. Journal of control and 

instrumentation engineering, 9(3), 15–21. https://acesse.dev/1P39x  

[87]  Abdul-Qawy, A. S., Pramod, P. J., Magesh, E., & Srinivasulu, T. (2015). The internet of things (IOT): an 

overview. International journal of engineering research and applications, 5(12), 71–82. 

https://www.academia.edu/download/63855519/The_Internet_of_Things_IoT_An_Overview20200707-

23968-7qzfsj.pdf 

[88]  Nižetić, S., Šolić, P., López-de-Ipiña González-de-Artaza, D., & Patrono, L. (2020). Internet of things (IoT): 

opportunities, issues and challenges towards a smart and sustainable future. Journal of cleaner production, 

274(20), 122877. DOI: 10.1016/j.jclepro.2020.122877 

[89]  Iqbal, A., & Rana, M. E. (2019). Adoption of IOT in automobiles for driver's safety: key considerations 

and major challenges. International journal of scientific & technology research, 8, 1378–1384. 

https://www.academia.edu/download/63457790/Adoption-Of-Iot-In-Automobiles-For-Drivers-Safety-

Key-Considerations-And-Major-Challenges-20200528-119400-wor0h5.pdf 

[90]  Agarwal, V., Sharma, S., & Agarwal, P. (2021). IoT based smart transport management and vehicle-to-

vehicle communication system. Computer networks, big data and IOT (pp. 709–716). Singapore: springer 

singapore. DOI: 10.1007/978-981-16-0965-7_55 

 


